How to set up your Microsoft 365 sign-in for multi-factor authentication (MFA)

Now that we have enabled Future Academies, for multi-factor authentication (MFA) you must set up
your user account to access your Microsoft Office from home or anywhere else.

Please note that if you do not set up MFA you will not be able to access your email outside of school,
regardless of the device you are using.

Where possible for setup purposes, please ensure that when you setup your email on you mobile
phone you do this using another device at the same time as you will be asked to scan a QR Code.

1. Ensure you are signed out of all Microsoft Office 365 accounts

2. Loginto your school email by going to https://www.office.com

3. Once you have signed into your account. Go to the top right-hand corner (where your initials
appear in a circle)

e C(Click onyour initials and a ‘drop down’ will appear.

e Then click ‘view account’
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e Inthe box ‘Security Info’ click ‘UPDATE INFO’


https://www.office.com/

3. Click on Add sign-in method
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You will be presented with different options to setup MFA.

3. You can choose to setup whichever authentication method you prefer:

Method 1 (Preferred method) - Authenticator App

Select Authenticator App from the drop-down menu.

Add a method

Which method would you like to add?

On your phone, install the Microsoft Authenticator app from the App Store/Google Play.

After you have installed the Microsoft Authenticator app on your device choose Next.



Microsoft Authenticator

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app

If prompted, allow notifications. Then add an account and select Work or School.

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

If using your mobile device

Select “Pair your account to the app by clicking this link.” — then select Next

Microsoft
Authenticator

Set up your account
in the app

When finished, come back to this setup
experience.

Pair your account to the app by clicking




Or Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft
Authenticator app with your account.

After you scan the QR Code, choose Next.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. Thet will connect the Microsoft Authenticator
3pp with your accoumt

After you scan the QR code. choose “Next™,

Can't scan image?

A notification will be sent to your phone in the Microsoft Authenticator app to approve the request.

Approve the request.

Microsoft Authenticator

Let's try it out
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Approve the notification we're sending to your app by entering the number shown below.
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Once the account is verified click on Next.

Microsoft Authenticator
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You have now successfully setup MFA you can now continue to work



Method 2 — Phone (if you are unable to install the Authenticator App):

Select Phone from the drop down menu.

Add a method

Which method would you lie to add?

Choose

Authenticator app

Phone.

Altesnalice chone

You can either choose to receive a call or a text message.

Phone

You can prove who you are by answering a call on your phone or
texting a code to your phone.

What phone number would you like to use?

United States (+1) v| Enter phone number

(®) Text me a code
O callme

B ¥5tes may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.

Cancel

Phone X

We just sent a 6 digit code to +44 7375504876, Enter the code below.

Enter code

Resend code

Type in the phone number where Microsoft can reach you to verify your identity and click Next.

Phone

Q) s verified. Your phone was registered successfully




