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LIBERTAS PER CULTUM
Dear Parents and Guardians,

Re: Phishing Scams and Cyber Security

| hope this message finds you well as we approach the holiday season. As part of our ongoing commitment
to the safety and security of our students’ online learning environment, | want to remind you of the
importance of being vigilant against phishing emails and other cybersecurity threats.

Phishing emails often appear to come from trusted sources, but their goal is to steal sensitive information
such as passwords or personal details. These types of cyberattacks can compromise not only individual
accounts but also the broader security of our educational platforms. To help protect your family and our
school community:

e Encourage your student to verify the sender before clicking any links or downloading attachments.
e Remind them to report suspicious emails to the academy IT team.
e Avoid sharing login credentials via email or text messages.

To enhance the security of our systems further, we are making multi-factor authentication (MFA)
compulsory for all students accessing our online platforms starting in January, after the holiday break. Multi-
factor authentication provides an extra layer of protection by requiring a second form of verification, such as
a code sent to a mobile device or email, in addition to the usual password.

The key benefits of MFA include:

1. Enhanced Security: MFA significantly reduces the risk of unauthorised access, protecting personal
and academic information.

2. Protection against Phishing: MFA helps safeguard against phishing attacks, which are attempts to
steal login information by impersonating legitimate websites.

3. Reduction of Cybersecurity Threats: By adding an extra verification step, we make our systems less
appealing to cybercriminals, thereby reducing potential threats.

4. Protect Student Information: Safeguarding the personal and academic information of our students
is a top priority. MFA significantly reduces the risk of data breaches.

5. Comply with Security Standards: Adopting MFA aligns with best practices and regulatory standards
for cybersecurity in educational institutions.

6. Promote Digital Responsibility: Teaching our students the importance of cybersecurity practices,
including the use of MFA, prepares them for a safer digital future.

We have attached detailed instructions on setting up multi-factor authentication. Please take a moment
during the break to ensure your student has access to their academy account and an up-to-date email or
mobile device that can be used for this purpose.

Thank you for your continued support in fostering a safe and secure learning experience for our students. If
you have any questions or need assistance, please don’t hesitate to contact our IT department or use the
enquires email address enquires@thegrange.futureacademies.org
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Yours sincerely &0‘;& ACA

Mr. J Wride &
Assistant Principal

Knowledge, Aspiration, Respect
The Grange Academy | London Road | Bushey WD23 3AA
General switchboard: +44 (2)089 509502 | thegrange.futureacademies.org
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